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ABSTRACT

Introduction: Barriers play a critical role in mitigating risks and preventing catastrophic incidents in
process industries. Human and Organizational Factors (HOFs) significantly influence the performance of
safety barriers. This systematic review investigates existing frameworks and methods for assessing the
impact of HOFs on safety barrier performance.

Material and Methods: A systematic search was conducted across the Scopus and Web of Science
databases, following the PRISMA guidelines. The search aimed to identify studies presenting methodologies
for evaluating the influence of HOFs on safety barrier performance in process industries. Data were
subsequently extracted from the 16 included studies.

Results: The 16 studies included in this research presented various methods and frameworks examining
the impact of HOFs on different types of safety barriers, including technical, operational, and human
barriers, across industries such as oil and gas, chemical, and steel. Barrier and Operational Risk Analysis
(BORA) emerged as the predominant framework among the studies. Research on operational and
human barriers, which depend on human actions and procedures, frequently identified factors such as
competence, training, communication, and supervision as key influencers of performance. In contrast,
studies on technical barriers highlighted the importance of assessing factors such as maintenance
management and procedural compliance.

Conclusion: This research highlights the critical role of HOFs in safety barrier performance within process
industries. By systematically reviewing existing methodologies, the study identified their strengths and
weaknesses. Findings underscore the need to account for uncertainties in expert judgments and the
interplay between HOFs in evaluation models. The integration of fuzzy logic and Bayesian networks is
proposed to enhance evaluation processes. Future research should prioritize the development of unified
frameworks that address the limitations of current approaches while expanding their applicability across
diverse industries.
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1. INTRODUCTION

Safety barriers are essential components
in risk mitigation and the prevention of major
incidents, particularly in process industries.
These barriers, designed to prevent, control, or
mitigate hazards, exist in various forms, including
physical, technical, operational, and human/
organizational —measures. While traditional
approaches have primarily focused on the technical
aspects of barriers, an increasing body of research
highlights the significant influence of Human
and Organizational Factors (HOFs) on their
effectiveness. Understanding and addressing these
HOFs is crucial for a comprehensive assessment
of barrier performance and the development of
effective safety management strategies.

The impact of HOFs on safety barrier
performance has been underscored in numerous
studies and investigations of major incidents. For
instance, research estimates that up to 70% of
accidents in the offshore oil and gas industry can
be attributed to human errors and organizational
deficiencies. This recognition has shifted the
emphasis from purely technical analyses of barrier
failures to a more integrated approach that considers
the complex interplay of technical, human, and
organizational factors. The need for such a holistic
approach is further accentuated by the growing
complexity of modern industrial systems, where
barriers are no longer simple physical components
but intricate systems involving interactions
among human operators, automated controls, and
organizational processes.

To effectively manage these complex systems
and ensure optimal safety barrier performance, a
thorough understanding of various HOFs and their
impact is required. These factors include operator
competency, workload, stress, communication,
procedures, training, organizational structure,
and safety culture. The interactions among these
factors and their influence on barrier effectiveness
can vary significantly depending on the specific
context, necessitating the use of tailored assessment
methods.

This systematic review examines existing
methodologies for assessing the influence of HOFs
on safety barrier performance in process industries.
The review focuses on identifying and analyzing
different frameworks and methods, highlighting
their strengths, limitations, and areas requiring
further research. This synthesized knowledge is
vital for advancing the understanding of HOFs
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in safety barrier performance and for guiding the
development of more robust safety management
strategies across various process industries.

2. MATERIAL AND METHODS

To thoroughly examine the existing
methodologies for assessing the impact of Human
and Organizational Factors (HOFs) on safety
barrier performance, a systematic review was
conducted. This review adhered to the PRISMA
guidelines, a widely accepted standard for ensuring
rigor and transparency in systematic reviews (refer
to Fig. 1). The process began with a comprehensive
search of two prominent scientific databases:
Scopus and Web of Science. These databases were
chosen for their extensive coverage of research
literature in various disciplines, including safety
science and engineering.

The search strategy was meticulously designed
to identify studies that specifically addressed the
assessment of HOFs' influence on safety barrier
performance in process industries. It involved
utilizing a combination of keywords related to safety
barriers, HOFs, and performance assessment. The
search was conducted without time limitations to
ensure the inclusion of all relevant research in this
area. After removing duplicate studies, the titles
and abstracts of the retrieved articles were screened
to identify potentially relevant studies. Those that
clearly addressed the impact of HOFs on safety
barrier performance were selected for full-text
review.

Two researchers independently reviewed the
full texts of the selected articles, applying predefined
inclusion and exclusion criteria. Articles providing
specific methods or frameworks for evaluating the
impact of HOFs on safety barrier performance
were included, while studies that only mentioned
the importance of HOFs without detailing any
assessment methods were excluded. Disagreements
between researchers regarding the inclusion of
articles were resolved through discussion and, when
necessary, consultation with a third researcher.
Data extraction was performed independently
by the two researchers using a standardized data
extraction form. The extracted data included
information on the study’s approach, methodology,
industry domain, types of safety barriers assessed,
and the specific HOFs investigated.

3. RESULTS AND DISCUSSION
The systematic review identified 16 studies that
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Fig. 1: The PRISMA Flow diagram of the literature search and selection of studies

presented methods or frameworks for evaluating
the impact of Human and Organizational Factors
(HOFs) on safety barrier performance. Analyzing
these studies revealed a concentration on the
offshore oil and gas industry, with a particular
focus on hydrocarbon release risks. This emphasis
likely reflects the industry’s high-risk nature and
the potential for catastrophic consequences in the
event of major incidents. However, the limited
focus on other process industries underscores a
significant research gap, highlighting the need for
further studies that explore the applicability of
existing methods to diverse process industries and
a broader range of barrier types.

A variety of safety barriers and corresponding
HOFs were examined across the included
studies. This diversity underscores the complex
and context-specific nature of HOFs influence
on barrier performance. The review identified
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multiple methods and frameworks for assessing
this impact, with the Barrier and Operational Risk
Analysis (BORA) method emerging as a prominent
approach. Specifically designed for analyzing
hydrocarbon releases in offshore installations,
BORA systematically identifies and evaluates Risk
Influencing Factors (RIFs) that can compromise
barrier effectiveness. However, the review also
revealed significant limitations in existing
approaches, including reliance on expert judgment,
neglect of interdependencies between factors, and
the static nature of assessments.

Addressing these limitations is essential for
developing more robust and reliable assessment
methods. Study sources recommended the
incorporation of techniques such as fuzzy logic
and Bayesian Networks (BNs) to improve the
accuracy and comprehensiveness of assessments.
Fuzzy logic can effectively address the inherent
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uncertainties and vagueness associated with HOFs,
while BNs are capable of modeling the complex
interdependencies between various factors.

Future research should prioritize the
development of integrated methods that combine
the strengths of different approaches while
mitigating their limitations. This will contribute to
the creation of more effective safety management
strategies that account for the multifaceted
influence of HOFs on safety barrier performance in
process industries.

4. CONCLUSIONS

This systematic review examined
methodologies and frameworks that evaluate the
influence of Human and Organizational Factors
(HOFs) on the performance of safety barriers in
process industries. The “Operational Risk and
Barrier Analysis” (BORA) framework emerged
as the most widely utilized approach among the
reviewed studies. Challenges in the development of
such methodologies were identified, including the
inherent uncertainties arising from expertjudgment
in weighting HOFs and the interconnectedness
of these factors. To address these challenges, the
integration of fuzzy logic and Bayesian networks
was proposed, aligning with the recommendations
of the reviewed literature.

Furthermore, the importance of continuous
assessment and monitoring of HOFs during the
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operational phase of safety barriers was emphasized
to ensure their sustained efficacy. A critical finding
of this review is that the impact of HOFs is not
limited to specific types of barriers, underscoring
the need for comprehensive frameworks capable of
evaluating a wide spectrum of factors across diverse
barrier types. Additionally, the reviewed studies
revealed a notable focus on specific industries,
particularly the offshore oil and gas sector. This
concentration highlights a significant gap in
research, indicating the need for future studies
to broaden the scope of applicability to enhance
the generalizability and practical utility of these
methodologies.

In conclusion, this analysis demonstrated that
disregarding HOFs can lead to an incomplete
understanding of safety barrier performance,
which may compromise the effectiveness of risk
management strategies in process industries.
Future research should prioritize the development
of integrated methodologies that consolidate the
strengths of existing approaches while addressing
their limitations to effectively evaluate the influence
of HOFs.
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1. Risk influencing Factors (RIFs)
2. Performance Influencing Factors (PIFs)
3. Performance Shaping Factors (PSFs)
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1. Barrier-Index Risk Prediction (BIRP)

2. Risk Increment Range (IR)

3. Risk modeling - Integration of Organizational, Human and
Technical factors (Risk_OMT)
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3. Human Error Probability (HEP)

4. Independent Protection Layers (IPLs)
5. Human Reliability Analysis (HRA)

6. Safety Instrumented Systems (SISs)
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1. The fuzzy Decision-Making Trial and Evaluation Laboratory
(DEMATEL) method
2. Leading indicators
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