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ABSTRACT

Introduction: This study aimed to identify and prioritize factors leading to the failure of crisis management
systems in a process industry. An integrated approach combining Fault Tree Analysis (FTA) and the Analytic
Hierarchy Process (AHP) was employed.

Material and Methods: Initially, FTA was used to systematically identify factors contributing to the failure,
resulting in a hierarchical model with one top event, four main intermediate events, 16 sub-intermediate
events, and 42 basic events. Subsequently, the AHP method was applied to prioritize these identified
factors based on pairwise comparisons conducted by a panel of 11 industry and academic experts.

Results: The AHP results revealed that among the main phases of crisis management, failure in the
prevention phase held the highest priority (weight = 0.380), followed by failure in the preparedness
phase (0.280), response phase (0.245), and recovery phase (0.095). Key basic events identified included
knowledge-skill gaps in leadership, inadequate periodic inspection programs, malfunctioning warning
equipment, and untimely budget allocation.

Conclusion: The study findings confirm that prevention is the most pivotal phase in crisis management
within process industries. By utilizing the integrated FTA-AHP framework, managers can systematically
prioritize failure factors and align corrective actions with the most influential determinants, thereby
enabling targeted resource allocation and strategic reinforcement of the crisis management system.
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1. INTRODUCTION

Process industries, characterized by handling
significant volumes of hazardous materials with
properties such as flammability, explosiveness,
toxicity, and high leakage potential, inherently
possess high operational risk. Incidents in such
facilities often have extensive consequences, leading
to substantial human and financial losses. In this
context, crisis and emergency management is a key
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strategy for mitigating the impacts of accidents.
The optimal deployment of human resources,
materials, and managerial actions during a crisis
plays a decisive role in ensuring the efficiency of
response operations.

A crisis is defined as an urgent, unexpected,
unplanned, and often dangerous situation that can
threaten peoples health and safety, damage assets,
and harm the environment, requiring an immediate
response. Crises can be natural, such as earthquakes,
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floods, tornadoes, hurricanes,and wildfires, orhuman-
made, such as industrial fires, toxic gas releases, and
structural collapses. Effective crisis management is
complex, requiring situation control with minimal
damage to people (including responders, employees,
and the public), property, and the environment, while
rationally utilizing available resources.

Major accidents can trigger a widespread
crisis, affecting not only the target industry but
also adjacent industries and regional levels. Given
that a single organization’s capacity to manage
emergencies is often limited, inter-organizational
collaboration becomes essential. A fundamental
challenge in crisis management is the lack of
cohesive planning across various organizational,
municipal, and provincial levels, which can lead to
conflicting policies and operational actions.

The present study aims to identify the causes
of failure in the crisis management system within
a process industry. To achieve this objective,
a comprehensive assessment of the crisis
management system in a process industry was
conducted using Fault Tree Analysis (FTA) to
identify factors contributing to system failure
during critical situations that could impact
response quality. Subsequently, prioritization and
weighting of the identified factors affecting crisis
management system failure were performed using
the Analytic Hierarchy Process (AHP) method.

2. MATERIAL AND METHODS

This research employed an integrated two-
phase methodology to first identify and then
prioritize the factors contributing to the failure of
a crisis management system in a process industry.

Phase 1: Factor identification using FTA

FTA, a widely used structured analytical
technique in risk assessment, was utilized to
identify the basic events leading to the top event
“failure of the crisis management system”. This
technique allows for a systematic breakdown
of a system failure into its root causes. The FTA
model was developed through a comprehensive
process involving documentary studies, review of
operational maps, and structured interviews with
domain experts, including process specialists,
HSE personnel, and crisis management managers.
The identification and selection of basic and
intermediate events were finalized through
brainstorming sessions and expert panel consensus.
The fault tree was constructed by analyzing causal
events until the basic event level was reached. The
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final fault tree diagram, comprising events, was
validated and confirmed by the experts.

Phase 2: Factor prioritization using the AHP

The hierarchical structure required for the AHP
model was developed based on the intermediate
and basic events identified in the FTA. A standard
AHP questionnaire was designed for pairwise
comparisons. A panel of 11 experts, comprising two
university professors in the field of occupational
health and safety and nine safety experts working
in a process industry, was selected as the decision-
making group. The questionnaire was designed on
a 9-point scale to perform pairwise comparisons
and determine the weight and priority of each
intermediate and basic event affecting the crisis
management system fajlure.

In the AHP method, a complex problem with
multiple criteria is decomposed into a hierarchical
structure. Theinfluential events were measured two-
by-two in the form of a pairwise comparison matrix,
and the relative priority of each was determined.
Subsequently, the necessary calculations were
performed to compute the weight of each decision
element based on the pairwise comparison matrix
data. The consistency of the experts’ judgments was
assessed using the Consistency Ratio (CR).

3. RESULTS AND DISCUSSION

The content validity of the basic events was
assessed through expert discussion on the FTA
structure and identified events. The identified top
event was the failure of the crisis management system,
and the four main intermediate events were failure
in the prevention phase, failure in the preparedness
phase, failure in the response phase, and failure in
the recovery phase. In total, the study identified
16 sub-intermediate events and 42 basic events.
Deficiencies in the preventive maintenance system,
inadequacy of equipment and resources, shortage
of financial and logistical resources during a crisis,
and inaccurate recording of incident-related reports
were among the identified intermediate events.
Deficiencies in implementing periodic inspection
programs, lack of comprehensive response plans for
scenarios, undefined roles and responsibilities, and
potential delays in the arrival of relief teams were
among the identified basic events.

The subsequent weighting and ranking of the
influential intermediate and basic events were
performed using the AHP technique. The findings
revealed that among the main intermediate events
affecting crisis management system failure, failure
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in the prevention phase held the highest priority
with a weight of 0.380. This was followed by failure
in the preparedness phase (0.280), failure in the
response phase (0.245), and failure in the recovery
phase (0.095). Among the sub-intermediate
events related to the prevention phase, deficiency
in the preventive maintenance system (0.330),
inadequate safety measures and reinforcement
(0.310), and failure to identify risks and critical
scenarios (0.260) received the highest priorities. In
the preparedness phase, inadequate staff training
(0.309), deficiency in conducting periodic drills
(0.298), and insufficient equipment and resources
(0.218) had the most significant weight. For the
response phase, deficiency in the command and
coordination system of the crisis team (0.430), loss
of golden response time (0.247), and shortage of
personnel and equipment (0.215) were identified
with the highest weights. Finally, in the recovery
phase, inadequacy of psychosocial support
programs (0.453), deficiency in proper lesson
learning and documentation post-crisis (0.259),
and deficiency in recovery and normalization
programs (0.173) were recognized as high-priority
sub-intermediate events.

Among the basic events affecting crisis
management system failure, inadequate supervision
of temporary shelter and welfare facilities for
affected individuals (0.374), knowledge-skill gap in
the leadership domain (0.241), inadequate periodic
inspection programs (0.158), malfunctioning
warning equipment (0.156), untimely budget
allocation (0.150), and unclear definition of roles
and responsibilities (0.136) were among the most
critical basic events. The rate of inconsistency for
all participants’ judgments was reported within the
acceptable limit (less than 0.1), indicating internal
consistency and reliability of the comparisons.

The findings align with existing literature
emphasizing the critical role of proactive measures.
Process industries are high-risk industries susceptible
to catastrophic events, and their inherent complexity
is exacerbated by internal and external factors. The
dominance of the prevention phase underscores that
proactive, low-cost measures are often neglected
despite their paramount importance. The significance
of the preparedness phase, highlighted by factors
like training and drills, confirms that readiness is a
continuous process essential for an effective response.
The high weight of command, coordination, and
golden time in the response phase reflects the critical
need for swift, organized action during a crisis. The
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lower weight of the recovery phase does not diminish
its importance but may indicate a perceived primacy
of immediate life-saving and containment phases.
However, effective recovery, including psychosocial
support and lesson learning, is crucial for long-term
resilience and restoring normalcy. Key basic events
like leadership gaps resonate with studies stressing the
importance of immediate aid and robust, collaborative
leadership during crises. Similarly, the identified
deficiencies in inspections, warning systems, and
budget allocation are consistent with findings from
past accident analyses.

4. CONCLUSIONS

This study identified and prioritized the factors
leading to the failure of a crisis management system
in a process industry using an integrated FTA-
AHP approach. The hierarchical model provided a
comprehensive map of potential failures, from the
top event down to 42 basic events. The prioritization
revealed that failures in the prevention phase
are the most critical, followed by preparedness,
response, and recovery. This highlights a crucial
paradigm for managers investing in proactive and
preventive measures is significantly more impactful
than relying solely on reactive response capabilities.

The integrated FTA-AHP framework offers a
structured, reliable, and quantitative methodology
for decision-makers in high-risk industries. It
enables them to diagnose systemic vulnerabilities
accurately, allocate limited resources efficiently to
areas with the highest risk, and ultimately develop
more robust and resilient crisis management
systems.
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