[ Downloaded from journals.tums.ac.ir on 2026-07-05 ]

[ DOI: 10.18502/jhsw.v14i4.18323 ]

JHSW

OPEN ACCESS

Journal of Health and Safety at Work 2024; 14(4): 736-755
TUMS

ORIGINAL RESEARCH PAPER

Evaluation of Domino Effects and Vulnerability Analysis of Qil
Product Storage Tanks Using Graph Theory and Bayesian Networks
in a Process Industry

Maryam Ghaljahi*?, Leila Omidi*, Ali Karimi**

1Department of Occupational Health Engineering, School of Public Health, Tehran University of Medical
Sciences, Tehran, Iran

2Department of Occupational Health Engineering, School of Public Health, Zabol University of Medical
Sciences, Zabol, Iran

Received: 23-10-2024 Accepted: 4-12-2024

ABSTRACT

Introduction: Safety in process industries is of paramount importance, as these industries typically deal
with hazardous chemicals and complex processes that can lead to irreparable consequences in the event
of accidents. The present study aims to evaluate domino effects and analyze the vulnerability of storage
tanks using graph theory and Bayesian networks in a process industry. This approach can help identify
system vulnerabilities and facilitate the prediction of potential accidents, ultimately leading to improved
safety measures.

Material and Methods: In this study, after collecting initial information related to the location of storage
tanks and determining accident scenarios, the tanks under investigation were selected based on the type
of stored materials and their layout, with input from experts. These tanks were modeled as nodes in a
graph, and the probability of accident spreading among them was represented as edges in the graph based
on the amount of heat radiation. Additionally, for modeling domino effects and analyzing vulnerability,
graph theory and Bayesian networks were employed.

Results: Based on the target tanks related to the pool fire scenario, domino effects in the tanks were
identified and modeled as a theory graph. Tank number 4 was determined to be the most influential
and susceptible tank in the spread and initiation of domino effects, with the highest betweenness index
(0.2381), outcloseness index (0.35211), and incloseness index (0.3663). Additionally, based on the
allcloseness index, the most likely sequence of the tank involvement in fires caused by domino effects
was identified.

Conclusion: In order to reduce the likelihood of exacerbating domino effects, modeling the effects
using Bayesian networks and graph theory is proposed; the results can also be applied to optimize fire
suppression strategies. Additionally, vulnerability analysis through graph theory and the assessment
of tanks regarding their potential for fire initiation and spread can be beneficial in managing the risks
associated with domino effects.
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1. INTRODUCTION

Safety in process industries is of paramount
importance, particularly because of the complexities
of the systems used and the associated hazards.
These industries often involve multi-stage processes
and complex interactions between equipment and
chemicals, where any failure or error can lead to
serious and unpredictable accidents. Therefore,
the potential for domino effects, which refer to
the transfer and escalation of accidents from one
part to another, is a major concern. Domino effects
(also known as chain reactions) refer to high-
consequence, low-probability incidents in which
the occurrence of an initial accident (such as a fire)
in one unit leads to the involvement of neighboring
units, causing the scale of the initial accident to
expand.

Graph theory is a modern graphical method
for modeling domino effect scenarios among
storage tanks and analyzing the vulnerabilities; it
is a collection of nodes and arcs, where each arc
connects two nodes. In the graph model, hazardous
equipment (tanks) are represented as graph nodes,
and the likelihood of incident propagation among
the equipment is indicated by the arcs between
the nodes. Modeling domino effects among tanks
by graph theory enables the analysis of the most
vulnerable tanks to domino effects using graph
metrics. In other words, graph metrics allow the
quantification of the vulnerable components of
tanks (potential for ignition and propagation of
domino effects), thereby enabling a comparison of
tanks based on their involvement in initiating and
spreading domino effects.

The graph indicators have been utilized in
studies related to the vulnerability analysis of
process industries to domino accidents resulting
from terrorist attacks, as well as random failures.
The lack of the need to calculate the probabilities
of incident escalation in the modeling of domino
effects using graph theory makes this method
applicable even in conditions with multiple
hazardous equipment.

Considering the large number of oil, gas,
gasoline, and other petroleum product storage
tanks in the process industries and the importance
of protecting them from fire and preventing
vulnerability to nearby facilities, this study aims
to employ graph theory to identify tanks with the
highest potential for ignition and propagation
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of domino effects. Bayesian networks are used
to model domino effects among eight tanks in a
process industry. In this study, each tank is treated
as a node, and the possibility of fire spreading
between adjacent nodes (tanks) is considered as
an arc. The fire spread from one tank to another
depends on the intensity of the received heat flux
(escalation vector).

2. MATERIAL AND METHODS
In recent studies, Modeling domino effects

through the application of graph theory and the
calculation of its indices has been widely used.
Graph theory modeling is conducted using the
R software and the igraph package. R is an open-
source statistical programming environment that
allows the generation of various graphs and the
study of their characteristics using the igraph
package. Additionally, BN facilitates modeling and
managing uncertainties, making it easier to identify
spatial-temporal dependencies of domino effects
and allowing for more accurate identification of the
most probable event sequences. The present study
was conducted in several steps as outlined below:

1) Identifying hazardous tanks and collecting
relevant information as graph nodes.

2) Determining the incident scenario for each of
the hazardous storage tanks.

3) Identify the based on the accident scenario and
calculate their intensity.

4) Comparing the escalation vectors with the
threshold value as graph arcs.

5) Calculating the weights of the graph arcs.

6) Modeling the domino effects and vulnerabilities
to adjacent tanks using graph theory and
calculating the centrality indices of the nodes.

7) Analyzing the vulnerability of the equipment
based on the graph theory indices.

8) Modeling domino effects and the likelihood
of escalation of the initial scenario to adjacent
tanks using a Bayesian network.

The studied process industry contained storage
tanks for gasoline, kerosene, jet fuel, fuel oil, and
other products. The selection of tanks was based
on the opinions of the research team and an expert
panel comprising safety and fire department
heads, process and operations experts, tank unit
specialists, and HSE professionals in the industry.
Eight storage tanks for kerosene and jet fuel were
chosen due to their highest storage capacity and
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Figure 1: Fire escalation paths

Table 1: Calculated Graph theory indices for each of the nodes (tanks)

1 0 0.27548 0.28902 0.29326
2 0 0.27855 0.27473 0.2809
3 0.14286 0.35211 0.34843 0.35842
4 0.2381 0.3663 0.35211 0.37037
5 0.20238 0.35211 0.34965 0.35842
6 0.17857 0.35587 0.34483 0.36101
7 0 0.21368 0.22075 0.22075
8 0 0.22371 0.22272 0.22883

consideration of the distances between the tanks
and their layout. ALOHA software was used for
modeling the consequences of the scenarios. The
weight of each arc was assigned as the ratio of the
threshold value of 15 kW/m? to the corresponding
escalation vector (heat radiation) of that arc.

3. RESULTS AND DISCUSSION

The results obtained from the consequence
analysis and the vulnerability assessment of adjacent
reservoirs, using graph theory and calculating node

[DO!

centrality indices, indicated that tank number 4
had the highest in-closeness, out-closeness, and
all-closeness indices, followed by tanks 5 and 6,
which also had significant values (Figure 1). Table 1
shows the computed centrality indices for each of
the nodes in the current study.

Tanks number 4, 6, 5, 3, 2, 1, 8, and 7 had
the highest values of the inclossness index
(indicating potential susceptibility to other tanks
during domino effects), listed in that order. The
outclossness index (indicating potential to trigger
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Figure 2: Modeling the initiation of domino effects using a Bayesian network in tanks 4, 5, and 6

domino effects) was also calculated for eight tanks,
with the tanks ranked from highest to lowest based
on their scores as follows: 4, 5, 3, 6, 1, 2, 8, and 7.
Tanks number 4, 6, 5, 3, 1, 2, 8, and 7 also had the
highest allclossness index, meaning these tanks
were the most vulnerable in terms of potential to
trigger domino accidents and susceptibility to other
tanks when such incidents occur simultaneously.
Additionally, tank number 4 had the highest
inclossness, outclossness, and allclossness indices,
followed by tanks number 5 and 6, which also held
significant values.

Figure 2 shows the modeling for the initiation
of domino effects using a Bayesian network.
Tanks 4, 5, and 6 are considered as the initiators
of domino effects, which can lead to the spread of
fire and damage to other tanks. These fires spread
pathways illustrate how an incident in these initial
tanks can trigger a sequence and chain of events in
secondary and tertiary tanks. The wind direction,
which was from the southwest to the northeast,
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also plays a crucial role in the spread of the fire, as
it can direct flames and smoke toward other areas,
increasing the likelihood of secondary and tertiary
fires occurring.

4. CONCLUSIONS

In this study, graph theory and heat radiation

escalation vectors were utilized to model the
domino effects resulting from a fire in the jet
fuel and kerosene storage tank area of a process
industry. Based on the findings, modeling domino
effects using graph theory can be used to identify
vulnerable units in the process industries and
determine the prevention measures to reduce the
probability and severity of these effects.
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